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Essential Skills
of a Site Reliability
Engineer (SRE)

/The era of the
SRE has arrived
Almost overnight, it seems that Site Reliability
Engineer (SRE) has become one of the hottest job
titles across the IT industry. So why all the sudden
buzz and momentum around the SRE role?
It’s principally about the importance today of
ensuring application performance and reliability at
unprecedented scale. Conventional IT Operations
teams are increasingly unable to ramp their manual
activities to keep up with the rapidly growing extent
and complexity of modern software applications –
and the demand placed upon them by users.
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This is true for all enterprises, as every company
is now a software-driven company. For example,
leading US retail bank JPMorgan Chase now serves
over 24.8 million mobile banking users, up from
10 million in 20121. The numbers are even more
dramatic for the famous web-scale platforms. Traffic
to global #1 website Google has approximately
doubled over the last five years to more than 28
billion visits per month2. Meanwhile, the complexity of
Facebook’s core application has grown over the past
5 years from around 9 million lines of code to over 60
million3.
Sources: 1: Business Insider / JPMorgan Chase, July 2016;
2: SearchEngineLand.com / Google, May 2016; 3: Quora, June 2016.

/Reliability at scale:
SRE vs DevOps
Development and Operations teams have
traditionally adopted a ‘silo mentality’, with
essentially conflicting goals. The Dev team,
because of increasing business and commercial
pressures, needs to release innovative new product
features and have them widely adopted – while
the Ops team wants to ensure production stability
by ensuring that applications don’t suffer from
performance degradation or outages.
The creation of the SRE role has proved an excellent
way to overcome the traditional conflicts between
Development and Operations – by bridging and
harmonizing these two functions for the overall
benefit of the project, the application’s users, and
the wider business.
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The SRE model is in many ways similar to the wider
DevOps movement – in which synergy between
Development and Operations is transforming and
accelerating the way organizations develop, deploy,
monitor, and maintain applications. The differences,
similarities and overlaps between SRE and DevOps
continue to be a matter of debate – but in a general
sense, the SRE model has a more specific focus on
application reliability and performance at scale.

/SRE is on the rise
Since 2003, Google’s SRE team has expanded from
seven engineers to over 2000 worldwide, enabling
it to develop ever-more innovative products, while
ensuring high reliability, and supporting growth at
unprecedented scale.
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Many other companies that focus on reliability and
innovation at scale have now followed Google’s
lead by introducing their own SRE teams. Initially
these were global tech leaders like Apple, Amazon,
Facebook, Twitter, Spotify, Dropbox, Oracle and
Microsoft. More recently, all kinds and sizes of
business are recruiting SREs to improve application
reliability – including Walmart, Capital One, AT&T,
Daimler TSS, Bloomberg and Zalando. As a result, the
demand across the industry for professionals with
the specific SRE skillset has increased dramatically
in recent years. But what are those skills exactly?

On the following pages, we discuss
10 essential skills and qualities needed
by a Site Reliability Engineer (SRE)...
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Have a software-centric mindset
A Site Reliability Engineer must understand that
while they may spend most of their time working
alongside the Development team, the SRE role
is essentially apolitical. The SRE has no exclusive
alignment with either Dev or Ops, and must be
prepared to support either group – and stand up to
them when necessary.
The SRE’s principal focus is on the reliability and
performance of applications – combined with a
wider perspective on the needs and priorities of the
business and its customers. They appreciate that
the solution to many of these challenges will come
from improving the performance and efficiency of
the code itself, with every new release.
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Be comfortable with coding
Scripting and coding comes naturally to the SRE.
They will actively enjoy it, and have sufficient coding
experience that Dev team peers will respect their
work. Specific coding and scripting languages
required will vary by application and company – but
will typically include traditional languages such as
Java, JavaScript, and .NET, as well as newer, dynamic
languages such as Node.js, Golang or Scala.

An SRE must also understand wider operational
performance factors influenced by the underlying
infrastructure workload, like server platforms,
databases and networking.
Most often, the SRE will have started as a skilled
developer who has also acquired understanding
of operational infrastructure and performance
issues. Sometimes an SRE may come from an Ops
background, having recognized that developing
additional coding skills is the key to more sustainable
application performance reliability and improvement.
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Relish change and frequent releases
In order to remain competitive, a business must
be able to launch or release new application
features quickly and easily, at a daily or hourly
cadence if required. This imperative should be
relished, not feared.
As a bridge between Development and Operations,
SREs are empowered to fix application issues in
production, meaning that minor errors don’t cause
a major business problem.

Google’s in-house SRE approach to balancing
launches and releases against reliability is the
so-called ‘error budget’. Application teams (both
Dev and Ops) accept that 100% availability and
reliability is impossible, but agree a goal of (say)
99.99% – fixed as a written internal SLA. This creates
an ‘error budget’ of 0.01%, within which outages and
downtime are considered acceptable. The Dev team
is allowed to launch as often as it likes, provided they
stay within the agreed error budget. If they exceed
it by releasing unreliable code, launches are frozen
until reliability returns to within SLA. This approach
incentivizes Devs to self-police the reliability of their
code before release.
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“SRE work is like being a part
of the world’s most intense
pit crew. We change the
tires of a race car as it’s
going 100mph.”
Andrew Widdowson, SRE at Google
(Google blog, June 2012)
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Don’t fear complexity and scale
The SRE must be comfortable with web-scale builds
and deployments, frequent releases, and complex
architectures that encompass technologies such
as microservices, cluster management, containers,
and cloud. They will be ready to take responsibility
for all dimensions of application reliability – including
availability, performance, efficiency, latency, change
handling, monitoring, emergency response, and
scope/capacity planning. Reliability must be equally
consistent across web browsers, mobile apps,
platforms, devices and geographies.

Today, modern applications must be able to scale
quickly and have the right capacity, as and when
required. More importantly from the SRE standpoint,
applications must perform reliably – and be able to
scale faster than the head count and workload of
the Ops team required to support it. The SRE will keep
one eye on the future, to plan for how the application
can maintain performance and reliability without
linear increase in manual effort. They will understand
how coding and infrastructure technologies are the
intelligent route to achieving this.
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Understand the full software stack
– and go beyond
The SRE must have a strong drive to be a ‘detective’
and understand why things are working – or not
working as they should. They will have a passion
for details and an investigative nature. Their interest
will go beyond understanding everything about the
application – to being curious about the potential
of next-gen architectures, such as container
technology, Platform-as-a-Service environments,
and so on.
They will also understand that processes and people
(often including those outside the organization) are
as important a part of the application performance
equation as any technology.

The traditional response to Operations problems
has been manual ‘fire-fighting’ on a day-to-day
basis. By contrast, the SRE will naturally and rapidly
become bored with that kind of reactive work. They
will instead proactively diagnose the problem using
their holistic knowledge-set – and then get busy
with coding a permanent fix, rewriting a process or
working with third parties to ensure that lessons are
learnt and the problem never recurs again.
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View problems as an
opportunity to improve
The SRE job is never ‘finished’ – as each release
will have its own challenges and complexities. SRE
teams need to embody the Japanese ‘Kaizen’ or
‘continuous improvement’ belief in ensuring each
release performs better than the last one.
A typical SRE team uses a system of ‘blameless
post-mortems’, in which each application
performance problem is discussed to understand
what went wrong and why, how it was fixed –
and how to ensure it never reoccurs, improving
Mean Time Between Failure (MTBF). All issues are
recorded in written form, stored digitally, for future
reference. The SRE team also undertakes regular
practice drills on simulated problems, so that when
a real problem arises, their Mean Time To Resolution
(MTTR) is optimal.
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“SRE is more focused on
the system engineer role
of core infrastructure
and it is generally more
applicable to a production
environment. DevOps on
the other hand is a practice
used to automate and
simplify the development
teams and their nonproduction computing
environments.”
Sean Washington, MindCentric
(LinkedIn Pulse, June 2016)
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Embrace automation
over manual effort
The SRE will see automation as an opportunity to
overcome scale challenges, and will have a flexible
approach to technologies. They understand and
embrace the fact that, when it comes to deploying
and maintaining applications, manual processes
and human intervention can never be as fast and
efficient as software automation.
SREs employ automation tools (such as Chef or
Puppet) to automate repetitive tasks and releases
for a more efficient workflow. They will also focus
on educating Dev and Ops teams on the benefits of
automation and what it means for them.

Further, the SRE uses data analytics, algorithms and
runbook automation to optimize MTTR of Operations
problems, automatically detecting and instantly
responding to issues – faster than any human Ops
team can act.
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Translate the technical
into business language
An SRE is neither a police officer nor a teacher, but
rather an evangelist, a hands-on trainer, and a fellow
developer, who leads by example. They are focused
on cross-functional metrics, not departmental wins.
The SRE must also be able to have businesscentric conversations with application owners and
Line-Of-Business managers, using terminology
they understand. They must be ready to
translate business requirements into technical
implementations, and also to communicate the
business benefits that improved application reliability
can deliver – like customer retention, reduced
operational costs, increased revenue, and faster ROI.
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See challenges from
a business perspective
An SRE is always cognizant of the big picture –
that innovative applications are not built simply for
the fun of a complex coding challenge. They are
created to have a measurable business impact
and help the organization remain competitive in
an intense market.

This ability to have a perspective that goes
organization-wide and beyond enables the SRE to
help steer the application teams towards optimum
outcomes for the business. SREs seek to understand
why and how customers interact with the business,
always looking for ways to remove friction, using
innovative applications and technology. Across
an application-driven business, the SRE role is
somewhere between guru, diplomat, enforcer,
trouble-shooter and motivational life-coach – with
a dash of ninja, samurai and Jedi thrown in for good
measure. But making the SRE ‘magic’ a success in an
organization requires total buy-in and support from
all parts of the business, right up to CXO level.
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Be prepared to move on
By the nature of what they do and what motivates
them, the most successful SREs will eventually
look for their next challenge – often because the
application code has become so stable that smaller
teams can manage releases. The SRE will also
be the kind of person wanting to regularly seek
fresh opportunities with a different technology
environment or company. They are the embodiment
of the mentality that ‘a rolling stone gathers no moss’.
Organizations should therefore view their SRE
team as a business-wide resource and facilitate
SRE mobility between projects. And for the SRE, the
exploding demand for their unique skillset across
the industry means that the next application
reliability challenge is always waiting, just ahead...
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/Essential SRE Skills
– in summary:
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/01 Have a software-centric mindset
/02 Be comfortable with coding
/03 Relish change and frequent releases
/04 Don’t fear complexity and scale
/05 Understand the full software stack – and beyond
/06 View problems as an opportunity to improve
/07 Embrace automation over manual effort
/08 Translate the technical into business language
/09 See challenges from a business perspective
/10 Be prepared to move on
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Application and Business Performance Monitoring for the SRE
An essential solution for every Site Reliability Engineer, AppDynamics
provides a powerful platform to manage application performance,
monitor user experience and ensure that every release drives
business value.
Take a free trial to learn more.
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