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RansomWare is Here to Stay
More than 230,000 computers in over 150 countries were hit by the recent 
cyberattack using a new type of ransomware called WannaCry, also called 
WannaCrypt0r, WeCry, or WannaCrypt. This ransomware computer worm 
is still ongoing and targeting the Microsoft Windows operating system. 
It encrypts data and demands ransom payment from victims. Only the 
attackers possess the private key for decrypting your files. From the 
initially attacked system it rapidly spreads to random computers on the 
internet and the network by exploiting vulnerabilities in the Windows Server 
Message Block (SMB) file sharing protocol.

Microsoft released a patch in March that protects against attacks on this 
vulnerability. For those organizations that have not applied this security 
update yet, see the Customer Guidance for WannaCrypt Attacks. 

Ransomware is one of the most lucrative forms of malware. While this 
form of cyber attack is not new, it has become more sophisticated and a 
commitment to cyber hygiene and best practices is critical to protecting 
your organization and users from cyber threats. 

The following 7 steps help you defend against future ransomware attacks. 

7 Steps for Protecting Your 
Organization from Ransomware“If you haven’t patched, then 

patch. If you don’t have a 
solid process in place for 
ongoing patching, then 
this is a great opportunity 
to do so,” “As with all 
security issues, this is also 
an opportunity to review 
and assure that multi-
layered defenses are in 
place including white-listing, 
backups and restores, IPS, 
network segmentation, 
system hardening and asset 
management.”

 
Barry Caplin,  

Vice President and  
Chief Information Security Official 

Source: Healthcare IT News
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HOW CAN YOU PROTECT YOUR 
ORGANIZATION AGAINST RANSOMWARE 
ATTACKS?

1. Download the Latest Patches: Ensure that your 
applications and operating system have been patched 
with the latest updates.

2. Backup Your Files: Create secure backups of important 
data regularly, so if your files become inaccessible you 
can restore them.

3. Check SMB Communication: Follow best practices for 
Server Message Block (SMB) and stay updated with the 
latest version.

4. Install the Latest Security: Install and maintain anti-
virus software, firewalls, and email filters to minimize 
malicious traffic.

5. Think Before You Click: Click only on links or 
attachments in email if you know the sender. Be 
particularly wary of compressed or ZIP file attachments.

6. Don’t Give Out Internal Info: Be suspicious of 
unsolicited phone calls, or email messages from people 
wanting information about your organization.

7. Be Cautious with Websites: Be careful about 
submitting sensitive information before checking 
a website's security. Pay attention to the URL of a 
website. Malicious websites may look identical to a 
legitimate site, but the URL may use a variation in 
spelling or a different domain.

Individuals are often the first line of defense against cyber 
attacks, and we encourage you to update your operating 
systems and implement vigorous cybersecurity practices 
at home and at work. What if you think you might have 
been the victim of a phishing or ransomware infection? 
Immediately contact your IT department.

WE CAN HELP KEEP YOUR NETWORK SAFE

Extreme Networks can help organizations prevent the 
spread of ransomware. Our solutions provide you with 
visibility, control, and insights into your networks, so you 
can stop the spread of infection once the vectors are 
discovered. An example of this is our policy-based access 
control solution, ExtremeControl, that can promptly 
respond to threats by rapidly locking down and isolating 
communications on wired, wireless and switching 
ports at the edge. ExtremeWireless WiNG can leverage 
ExtremeControl through a role based firewall. For WiNG 
customers not running ExtremeControl, IP ACL and deep 
packet inspection can be used independently to protect 
and isolate wireless traffic. 

Our security experts can come onsite, perform network 
penetration testing and help secure your network by 
developing a comprehensive information and security 
governance strategy. For more information please  
contact us.


