The Smart Guide to

Intelligent Automation
How to keep pace with the digital disruptors

Table of Contents
Introduction .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 2
How to Compete with the Digital Disruptors  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3
Three Building Blocks to Achieve Agility .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6
Top Tips for a Successful Automation Strategy .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 9
Build Smarter Automation, Faster .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 10
Good Automation Requires Great Visibility .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 14
Flexible Platforms for Network Visibility  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 17
Leap into the Golden Age of Automation .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 21

WWW.EXTREMENETWORKS.COM

2

How to Compete
with Digital Disruptors
A new business playbook has arrived.
It’s reflected in the success of companies such as Airbnb, Netflix, and
Amazon, whose valuations seemingly exploded overnight. But how
can you compete with them? First, you must be able to respond to
opportunities as fast as they did. As Marc Benioff, chairman and CEO of
digital disruptor Salesforce, says, “Speed is the new currency of business.”
So, it’s out with the old ”we’ve always done it this way” thinking and in with
the new. You no longer beat the competition by having a better product,
lower prices, or the best people. That still matters, but to win, you’ll need
an agile architecture that helps you spot the next big wave and ride it
faster than your competitors.
It’s not just survival of the fittest—
it’s revival of the fastest.
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Write a New Playbook
for Your Business
To compete with the digital pacesetters you need an IT infrastructure
that helps you operate as an agile, efficient business while providing
a high quality of service across all channels.
The technology building blocks of a digital organization—such as
Internet of things, cloud computing, and mobility—are actually
all network-centric. If the network is slow, it will stall your digital
transformation.
But the right network with intelligent automation
will propel you forward and help you thrive.
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Digital Takes First Place
Digital companies such as Uber and Airbnb are
setting the pace for the modern economy, with far
better results than traditional players.
Digital companies:
• Twenty-six percent higher profits

$49B
GM

VS

Founded
in 1908

$66B
Uber

Launched
in 2009

• Vastly greater market capitalizations
The digital transformation allows companies to
acquire customers and gain access at a pace that
couldn’t have been possible even a few years ago.

$28B

Hyatt and Hilton
Hotel Chains
Founded
in 1908

VS

$30B
Airbnb
Launched
in 2009

Figure 1: Comparison of market capitalization for digital vs.
traditional companies.
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Three Building Blocks to
Achieve Agility
The age of digital transformation is here. Research shows that half of all
Global 2000 companies will be going through a digital transformation
by 2020 to achieve greater IT agility and efficiency.
You can accelerate your own journey with the three essential elements
of intelligent automation:

1

Automation: Integrate your technologies with the operational
processes of your business to create smart, personalized
automation policies.

2 Visibility: Utilize tools across your entire data center stack —

“On average it takes 4 months to
implement even simple network
changes. If businesses can’t find a
way to automate all IT processes…
they’ll continue to fall behind.”
Zeus Kerravala
Founder and Analyst, ZK Research

infrastructure, technology, and culture — to gather real-time
intelligence and incorporate into your automation workflows.

3 Flexible Platforms: Deploy a network built for speed, agility, and
easy scalability.
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Intelligent Automation

Intelligent Automation

Orchestration

Technology
Applications
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Figure 2: Intelligent automation relies on all layers of the IT stack.
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Creating Significant Advantages
through Automation
What is the most significant benefit your organization has
realized from network automation?

1%

None of the above

6%
OpEx reduction

10%
CapEx reduction

14%

20%
Consistent configuration of
a large number of devices
due to the reduction of manual
methods, such as CLI

18%
Agility in provisioning network
devices, configuration and
services through scripting and
other automation methods

Mitigate human error
and misconfiguration

15%

Compliance

Figure 3: Organizations can achieve significant
operational savings through automation.
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17%
Meeting service level agreement in
providing network performance since
automation enables automatic
feedback to reconfigure systems
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Top Tips for a Successful
Automation Strategy
1

3
Focus on the Strategy, Not the Tools

Evolve the Culture

Always decide what you want to achieve first, then
look for the best tools to realize that strategy.

Move away from traditional, siloed “waterfall”
methods to a more open, collaborative, and businessaware approach, like the ones used by DevOps teams.

2

4
Go “Open” for Greater Velocity

Start Today and Evolve Tomorrow

Fully integrated, turnkey solutions are great today but
can limit your speed of innovation. Open solutions
improve flexibility and are supported by a large pool
of developers who can help you bridge any skills gap
in the short term.

It’s better to do something rather than nothing at
all. Out-of-the-box solutions can help you today,
without the need for specialized skills. Once you see
what you can achieve, you’ll have the confidence to
customize and extend automation across your entire
IT infrastructure.

WWW.EXTREMENETWORKS.COM

9

Build Smarter Automation, Faster
When network automation is not as advanced as other parts of the IT
infrastructure, such as compute and storage, you end up with what Gartner
calls “islands of automation.” These islands—functional silos—are complex
to manage, increase your costs, and make everyday tasks longer to
complete.
Creating a seamless link between your existing automation solutions and the
network is a critical step toward competing with the digital disruptors. Doing
so will save time and resources, reduce the risk of human error, and vastly
increase your IT agility.

Automation Check Boxes:
It’s event-driven: Actions are
automatically triggered by an
engineer-defined event, such as
exceeding a storage threshold or
a fault occurring.
It works across domains: Any
event in a domain, such as
storage, can trigger an action
on another domain, such as a
network, compute, or application.
It is logic-based: Using If This
Then That (IFTTT) methodology,
you can automate workflows
to ensure that you achieve your
intended results without risking
impact to business operations.
I t’s DevOps-inspired:
Infrastructure automation tools
are an essential element for
enabling the new, agile workplace
culture where development and
operations teams collaborate to
deliver better technology, faster.
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The Platform for Automation –
Everywhere
In order to automate your entire IT infrastructure, you’ll first need to bridge
any islands of automation so that they can communicate with each other.
Get them talking with Workflow Composer, powered by StackStorm, the
cross-domain automation platform that reduces tasks from weeks or days
down to seconds or minutes by using:
• Open workflows
These are completely editable—allowing you to incorporate unique
“domain knowledge” and convert manual operations into IT services
for ease of scale.
• Cross-domain integration
This enables an event to trigger and execute an action anywhere
on the network.
11
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Automatically Better
The tasks you can automate are virtually endless. Here are some
of the many use cases and their benefits for Workflow Composer.

Use Case

Point of Integration

Benefit

Monitoring
Managing alerts through ChatOps

SolarWinds, PagerDuty

Eliminate the manual process of task creation
and trouble ticketing, and
enable auto-remediation

Cloud Computing
Collaboration through ChatOps

OpenStack, Slack

Consolidate running the command, getting the
output, and analyzing the results in one window.

Automated Remediation
Disk space cleanup

Nagios, Sensu, Slack, BMC, Ansible, Puppet

Save time and free up resources by cleaning up
log files

Cluster Resiliency
Node failure auto-remediation

Atlas, Slack

Protect against the failure of critical
infrastructure.

Fabric Reliability
Link flap auto remediation

Splunk, SolarWinds

Prevent application timeouts in
mission-critical networks.

Resource Management
Cross-domain remediation

Nagios, Sensu, New Relic, VMware, Puppet, Chef

Wire alerts from multiple sources and
remediation through multiple management
systems via automation.

Table 1: Example use cases and benefits of Workflow Composer.
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Get a Jumpstart Today
Do you want to see value quickly but don’t think you have the
in-house resources or skills to get started with automation?
Think again. Workflow Composer Automation Suites offer turnkey
automation for the most commonly performed network lifecycle tasks
• Turnkey, yet customizable automation suites: Everything you need to
start automating network provisioning, validation, and troubleshooting:
––

Network Essentials provides basic building blocks for
network automation.

––

Data Center Fabrics provides network lifecycle automation for
Layer 2/3 fabrics.

• Deploy quickly and evolve as you grow: Deploy with minimal skills,
realize business value quickly, and then customize the solution as your
skills and requirements change.
• Leverage 2,000 pre-built cross-domain integrations: Avoid reinventing
the wheel or starting cross-domain automation from scratch by instead
using prebuilt integrations for everything from Amazon Web Services
and Ansible to VictorOps and Zendesk ticketing.
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Good Automation Requires
Great Visibility
For automation to meet the goals of the
business and deliver a true competitive
advantage, it needs access to real-time
information from across the domains—
from the infrastructure to the application.
This pervasive visibility provides the
intelligence to make smarter decisions and
take actions to streamline your operations.

Intelligent Automation
Applying
Intelligence

Acquiring
Intelligence

Organizational
Process

Assess Impact
of Action

Data-based

Cultural

Domain
Knowledge

Network

Compute

SLX Insight
Architecture

Cloud

SLX Visibility
Services

Storage

Plan for
Execution

Execute with
Confidence

Apps

Figure 4: The two-pronged approach to
acquiring and applying intelligence.
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Step 1: Acquiring Intelligence
First you must acquire intelligence: detailed data and knowledge
about your business and how it needs to operate.
This comes from:

Cultural Information

Data-Based Information

What is it that makes your company like no other?
The automation policies you set should align with the
way your business operates. This stems from intimate
knowledge of the business processes and policies,
combined with domain knowledge, the critical knowhow needed for things to run smoothly that is often
isolated to a particular team.

This means pooling real-time visibility and analytics
data from across the infrastructure, including the
cloud, compute, application, and storage layers,
as well as the network. While most organizations
already have tools to monitor the different domains,
rarely are they consolidated, which unfortunately
creates siloes of information.

Intelligent automation needs pervasive visibility across all domains—
and this is best done through the network. The network connects
applications, storage, and users, and is uniquely placed to provide
deep insight from the highest levels of abstraction right down to
individual workloads.
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Step 2: Applying Intelligence
Now that you have the information, you can act on it intelligently.
This includes assessing the impact of actions and planning to
ensure they will do no harm and are within company policies
before executing them.
Visibility and analytics from your infrastructure are vital to success.
With this information, you can ensure that the outcome of your
automation is what you intended.
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Flexible Platforms for
Network Visibility
Having a programmable network infrastructure is a critical step in
laying the path to true automation and operational agility.
State-of-the-art SLX switches are purpose-built for automation,
and will provide the visibility you need to improve both
operational agility and efficiency.

SLX Routing and Switching Portfolio
Open interfaces ensure unparalleled network visibility and
automation with:
• An open, software-driven, and programmable architecture.
• Purpose-built devices for the leaf, spine, super-spine, and
WAN edge.
• Future-proof design to cost-effectively scale the data center.
• Virtual and physical data center networks that can operate
together seamlessly.
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SLX Insight Architecture
Embedded into every SLX device, Insight Architecture™ provides pervasive
network visibility for real-time monitoring and automated actions to:
• Improve operational efficiency and troubleshooting.
• Deliver unique insight through real-time visibility of traffic without
impacting on performance or reliability.
• Ensure that only the traffic needed for visibility processing is captured.
• Run third-party monitoring and analytics applications directly.
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Gather Relevant Traffic
Management Module
System Vm

Guest Vm

Incoming Traffic

Dedicated
Flash
Storage

Packet Processor

Analytics Path

Control Path

Flexible Streaming
Options

Third-party
analytics tools
such as Splunk,
DataDog, and
New Relic

Outgoing Traffic

Interface Module
Figure 5: The SLX Insight Architecture provides actionable intelligence.
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SLX Visibility Services
View what is happening across all layers of your IT infrastructure, physical and virtual:
• Provides pervasive visibility from wire to workload
• Improves troubleshooting through workload
visibility at all layers

• Delivers comprehensive intelligence faster, more easily,
and cost-effectively
• Pushes data to analytics and monitoring applications
using automated, rule-based actions.

Follow the Rules
Multi-layer
Classification

Rule-based
Actions

Virtual network
Data path
Workload

Further Analysis
Mirror
Count
Drop
Network Traffic

Figure 6: SLX Visibility Services enable automated, rule-based actions across multiple layers of the network.
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Leap into the Golden Age
of Automation
The time is ripe for organizations that are willing to embrace
change. And the opportunities are virtually endless.
With DevOps-inspired tools to automate everyday tasks, you have
the chance to create an early advantage over your competitors.
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