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Introduction
This document has been created to provide a configuration walkthrough
guide to allow technical staff to deploy Extreme Networks’ VPN software in
a VMWare environment.
This document focuses on the deployment of Extreme Networks’ VPN
Gateway Virtual Appliance (VGVA) that can then be used to provide layer 2
and layer 3 tunneling from head office or data center to remote locations.
The document describes the configuration steps to prepare the VMWare
environment for deployment of the VGVA, installation of VGVA software,
and onboarding on ExtremeCloud IQ.

Overview of Solution
The solution comprises of three elements; ExtremeCloud IQ Management
Platform, remote network devices such as wireless access points or branch
routers, and Virtual Gateway VPN software.
The ExtremeCloud™ IQ management platform is used to onboard virtual
and physical devices, create configuration policies, distribute policies
to network devices, and monitor devices and connected clients. The remote
access point is used to provide local wireless services and initiate Layer 2
VPN or GRE tunnels, the branch routers are used to provide wired services
using Layer 3 VPN. The remote devices tunnel to the VGVA that runs as
a virtual machine on VMWare ESX hosts and is used to terminate tunnels
that forward traffic from remote sites into the head office network and
forward remote outbound traffic in the tunnels from the head office to the
remote sites.
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Virtual VPN Gateway Appliance
Server Prerequisites
This section of the document describes the VMWare server
requirements that are required to install and run the VGVA,
and connect to ExtremeCloud IQ.

Deploying VMWare Infrastructure
1. Once the VGVA firmware .ova file has been downloaded
from the Extreme Networks’ support portal, open the
vSphere client. Go to File > Deploy OVF Template and
locate the downloaded .ova file.

The VGVA software will require Internet access (http/
https) for the purposes of license verification. This can also
be achieved using an HTTP proxy server configured as a
part of the initial configuration. The administrator will be
prompted to enter the proxy server details during the initial
configuration wizard/access to a DNS server.
If the intention is to place clients onto VLANs other than
the management VLAN, it is necessary to configure the
virtual machine to support trunking inside the vSphere
environment. This is achieved by setting the associated port
group configuration with VLAN label 4095. Also make sure
your network infrastructure is correctly configured with the
required VLAN and trunk settings. You can learn more here.
2. Click Next. Click next again on the following screen.

Ensure that the port group in vSphere allows promiscuous
mode. If disabled L2 VPN clients may not be able to receive
an IP address or pass any traffic. You can access these
settings on your host > Configuration > Networking >
<your vSwitch>.
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3. Give the virtual machine a name and select the
inventory location.

5. Select the datastore that will host the virtual machine.

6. Select the disk format.
4. Select the host server.

Note: Thick provisioning will reserve all the disk space needed by the
virtual machine while thin provisioning will reserve the minimal amount
and increase it later if needed.
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7. Select the network for the virtual machine’s Ethernet0
interface. This will be the network for the management
interface of the virtual appliance (VA). In this case, we are
connecting the VA to a Network called CVG-WAN.

Initial Configuration and License Activation

Open the console access to the VGVA virtual machine in
the vSphere client. Login using the username admin and
password aerohive.

8. Review your settings and click Finish.

You will be greeted by the initial Virtual Appliance Wizard.
Start by configuring the network settings (option 1).
Configure either static or DHCP configuration for the IP
address of the eth0 interface of the virtual appliance.
Note: eth0 interface will be used for the initial connectivity between the
VGVA and
ExtremeCloud IQ. It will be necessary to set the actual management interface
settings for the VGVA from ExtremeCloud IQ once the VGVA is connected
to it. After the management interface is configured from ExtremeCloud IQ,
the eth0 interface will no longer have an IP address and will only be used
for bridging traffic. The mgt0 interface IP settings will be used for all further
communication including GRE and IPsec tunnels.
Note: for ease of use it is recommended to configure the eth0 interface IP
settings using DHCP during this initial stage and set the static settings from
within ExtremeCloud IQ once the VGVA is connected to ExtremeCloud IQ.
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Summary
This solution provides a method to quickly and easily
deploy a tunnel VPN or GRE between the Virtual Gateway
Appliance (VGVA) and a wireless access point or branch
router using ExtremeCloud IQ. This document focused on
the deployment of the VGVA Software, however Extreme
Networks has multiple options of remote VPN connectivity,
speak to your systems engineer for more information.

Once network settings have been entered manually and
confirmed,
press “Enter” to start the connectivity test. The VA will then
perform the following tests:
• Ping the default gateway
• Resolve a FQDN using the provided DNS server
• Try to contact the licensing server
Note: The management VLAN that the virtual machine is the
untagged VLAN.

Enter the activation code and the system will create a Serial
Number this will be entered into ExtremeCloud IQ in order
to add the device for management.

http://www.extremenetworks.com/contact
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