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EXTREME NETWORKS GTAC
USER’S GUIDE

Extreme Portal Global
Technical Assistance
Center (GTAC) User’s
Guide
Ready to Assist You
Extreme Networks® Global Technical Assistance Centers (GTAC)
provide 24x7x365 worldwide coverage. These centers are the
focal point of contact for post-sales technical and networkrelated questions or issues. GTAC will create a Case number and
manage and track all aspects of the Case until it is resolved.
The Extreme Networks GTAC team provides personalized
assistance via web, email, or phone to quickly address your
questions or issues. This document explains the levels of
service available, shows you how to identify the level of service
in effect, and guides you to preparing the information you
need before you contact your Technical Assistance Center. This
document describes:
•

How to submit various Case Types

•

What happens to your request

•

How to follow the progress of your request

•

How to escalate your request, if necessary

Extreme Networks is committed to continuously evolving and
developing service programs and business practices to meet
the unique needs of each customer. As part of delivering worldclass networking solutions, we strive to be a long-term service
partner that exceeds your expectations and helps you achieve
success.
We hope you find this document to be a useful tool in your dayto-day interaction with the Extreme Networks service and
support organization. To obtain the most recent version of this
document and to stay abreast of our service policies, visit the
Extreme Networks website at
http://extremenetworks.com/support/policies.
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For general questions or comments regarding this document
or to recommend improvements, please email
servicemarketing@extremenetworks.com. For questions
regarding service contracts, contact your sales
representative or email
servicemarketing@extremenetworks.com

Understanding Your Support Options
Customers who have product covered under product warranty
or have purchased an ExtremeWorks® Service Contract are
entitled to use GTAC. You can check the status of your support
contract or assets on the Extreme Portal website if you have
access or on Web Support page. For details:
1. Log in to the Portal or Web Support.
2. Click on the Support menu button and Select Service
Contracts Home
3. Select the Contract Number you are interested in
learning more about.
You can also access these details through the Assets
menu button.

To get a service agreement if you are not currently covered
If your Extreme Networks product is not currently covered under
an ExtremeWorks Support contract and you would like to learn
about our services and how they will benefit you, do one of the
following:
1. EMEA End Users—Contact your Extreme Networks partner for

an ExtremeWorks proposal or contact your Extreme Networks
sales representative.
2. Americas and Asia-Pac—Send an email to

servicesales@extremenetworks.com and a service representative
will respond to you within one business day.
To use GTAC on a Case-by-Case basis:
If you would like to use GTAC on a case-by-case basis, you can
pay a per-incident fee at the time your call is placed with GTAC.
WARRANTY PRODUCT COVERAGE
Extreme Networks warranty policies for Extreme Networks
products are described on the warranty cards that ship with
the product as well as on the Product Warranty website, which
provides links to documents describing the various warranties.
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www.extremenetworks.com/support/policies.
If a problem should occur during the applicable warranty
period, follow the process detailed below. The warranty period is
measured from the date the product is shipped from Extreme
Networks.

WARRANTY PROCESS
Contact your local Extreme Networks GTAC via phone, email, or
web. The GTAC contact information can be found at:
http://www.extremenetworks.com/support/.
Please have the following information available:


Product name (example, Summit X670V-48x)



Serial number of the product—found on the outside of
the product or via the Command Line Interface (CLI)



Complete description of the product failure

If the problem requires that the product be shipped back to
Extreme Networks, follow the process as described in
“Requesting a Hardware Replacement”.
SERVICE DESCRIPTION DOCUMENTS
For the latest comprehensive service descriptions, please go to:
http://www.extremenetworks.com/support/maintenance-services/

Contacting GTAC
You can contact GTAC via phone, email, or the passwordprotected Portal website at support.extremenetworks.com.
If GTAC escalation is required, additional resources aid in
the problem resolution.
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See “Using the Extreme Portal Support” for the



preferred contact method for non-emergencies.
See “Reporting Priority Problems by Phone” for



an example of contacting GTAC by phone.
See “Reporting Priority Problems by Email” for



an example of contacting GTAC by email.

GTAC SUPPORT TEAM
The Extreme Networks Technical Support Team
consists of several engineering groups who work
together to quickly answer questions and resolve
network issues. For a description of how the support
team works for you, see the Service Level Objective
section later in this document.
The primary groups that make up the Technical
Support Team are:


Customer Service Representatives (CSRs)



Technical Support Engineers (TSE)



Escalation Support Engineers (ESE)

Additional groups that work closely with GTAC to
serve you better are:


Systems Engineers (SE)



Software and Hardware Product Engineers

These are the team members who respond to your
requests:

Customer Service Representatives create and
process RMAs and licenses for our field and
customers. They also manage the delivery of
product to customer locations and assist GTAC in
administrative duties that help Extreme Networks
achieve overall customer satisfaction.

Technical Support Engineers and Escalation
Support Engineers handle escalated issues and
work closely with various engineering groups to
quickly resolve complex issues.

Systems Engineers provide pre-sales networking
support to the sales managers. They may also
represent GTAC in the event that a network engineer is
unavailable.
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Software and Hardware Product Engineers consists of
development, sustaining and systems quality
assurance engineers for both hardware and
software. If GTAC determines that your issue is not a
configuration issue or known issue, then GTAC works
closely with this group to resolve the issue. If this
group finds a problem, they will recommend a
solution to GTAC, who will then work with you to
resolve the problem.
GTAC will always remain your main contact for
problem resolution.

NETWORK DOWN OR CASE PRIORITY 1 ASSISTANCE
If you have a network down or Case Priority 1 (C1)
situation and you require immediate assistance, please
call GTAC. All Cases that are emailed to Extreme
Networks will be responded to within 24 business
hours.
Calls received outside of the normal business hours by the
Americas, and EMEA GTAC are forwarded to the GTAC that is
available at that time. For details on what information you
should gather before calling, see “Reporting Priority Problems
by Phone”.
Please go to www.extremenetworks.com/support/contact to
find the correct phone number to call for your location.

USING THE EXTREME PORTAL SUPPORT
The recommended way to contact GTAC is using the
Extreme Portal located at www.extremeportal.force.com.
Our customers have found our online Support to be very
robust in getting their issues resolved quickly.
Please have your product or software Serial Number or your
customer service contract Agreement Number ready for
online Support interactions.
If you already have an account on Web Support or the
Extreme Portal, you can access the Extreme Portal at
https://extremeportal.force.com. Click on Log In in the
upper right corner and provide your email and password
(you will have to create a 2 nd password to use for
Extreme Portal access).
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If you’re logging into the Web Support interface at
http://support.extremenetworks.com, enter your User ID
and Password.

To request a login username and password for support:
1. Go to the Web Support website at
http://support.extremenetworks.com and from the Case
Management section, select “Enter Online Case
Management”
2. Click on Create an account
3. Fill in the information and submit the request form that is
displayed.
Once you have successfully logged in, your contract or warranty
coverage determines which Self Service options are available to
you.

Web and Portal Support Login
Go to http://support.extremenetworks.com/ and follow the
instructions based on what task you want to perform or what
information you are looking for.
Note: Some links will take you to a transition page for the
new Extreme Portal. You will first have to set a new password
to access the Extreme Portal. Your Web Support log in
information is still valid for access to specific Web Support
tasks. Your new password is specific to the Extreme Portal.

Users with support contracts can access all of the Portal
Support areas and do the following:
• Create, track, update, and escalate Cases
• Request a Hardware Replacement (RMA)
• Access the software download area—in accordance with the

products to which they are entitled under their support
contract—by providing the Serial Number of the product or
a contract Agreement Number
• Access release notes
• Access field notices and known product defects list
• Access the Knowledgebase and The Hub
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Warranty-only users have limited access to Portal areas and
can do the following:
• Open Cases and RMAs
• Access Software Downloads area

Fast Access to Relevant Solutions
Without even logging in, you have access to a vast amount
information. Note the dynamic Latest Articles and Popular
Content sections.
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The Portal Search capability is expansive and enables you to
narrow down a search by either including (checking the box) or
excluding (checking the x at the end of the line of the search
filter).

Once you are logged in, you can find more details under each of
the dropdown menus, depending on what task you want to
perform – get Support, search under Product Categories, or
Download software.
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The Support menu provides you with easy access to all Supportrelated activities including Case Management, Service Contract
information, Training and Certification and Knowledgebase and
Community.

The Product menu enables you to search for information by
Product category as well as find software release downloads.
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Download dropdown takes you to the downloads page where you
can search as broadly or narrowly as you want.

From the Assets dropdown menu, you can look at the account’s
assets or software license details.

If you click on License Home, you will see the following detail.
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Reporting Problems
There are two levels of problem reporting to Extreme Networks:
• General questions and problem reporting
• Priority problem reporting (network down or impaired)

GENERAL QUESTION RESOLUTION
If you have a network issue you cannot resolve yourself, and it is not
of a time-sensitive nature, follow these guidelines to receive a quick
and reliable solution.
• Search in Knowledgebase or The Hub for your specific problem.
• Look for documentation that addresses your basic technical,

general configuration, and hardware information questions on
the Extreme Networks website:
http://www.extremenetworks.com/support/documentation
• If you have not found the information you need to resolve your

issue, create a new Case as described in the Creating Cases
(Case Management) section. A Case number will be sent to you
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and a Technical Support Engineer will contact you via phone or
email.

REPORTING PRIORITY PROBLEMS BY PHONE
The highest level of problem reporting into GTAC is C1 priority problem
reporting.
If you have a network-down or network-impaired situation, please
follow these instructions.
1. Call GTAC and identify yourself. You will immediately be

connected to a Support Engineer who will open a Case and
provide you with a Case number. To find the correct number to
contact based on your location, Please go to http://www.
extremenetworks.com/support/contact.
2. Explain the technical details of the issue. To help expedite the

problem resolution process, have the following information
available:
a Relevant logs and configurations. For example:
Show version
Show switch
Show log
Show tech-support (for an ExtremeXOS®based switch) Show support (for any EOS®based switch)
top (current CPU utilization)
b Current network topology
c If needed, be prepared to provide remote access for a support
engineer to access the switches to perform troubleshooting if
possible.

REPORTING PRIORITY PROBLEMS BY EMAIL
To use email for support requests, you must have a valid
registered service contract. To submit a support request
via email:
1. Compose a new email with the product identifier
or case number in the subject line.
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2. Copy the following minimum requirements text
(including brackets) into the body of the email and
complete the information below each header:

Thank you for your email request to support@extremenetworks.com. We are unable to process your request without
a product identifier or case number in the subject field.
All email requests must be wrapped in brackets or parentheses. Please refer to the examples provided below.
Example 1
Example 2

New Case
Subject: [SWITCHING] or
Case Update Subject: [40000001]
or

(SWITCHING)
(40000001)

File attachments are supported.
All valid requests will provide an E-Acknowledgement with a GTAC case number.
GTAC skill based routing identifiers by Technology/Solution:
[NETMGMT]
Network Management Solutions
[IDS/IPS]
Host and Network Based Intrusion Defense
[KNOWLEDGEBASE]
Knowledgebase Questions
[ROUTING]
Routing Technology Questions
[SDN]
Software Defined Networks Questions
[SWITCHING]
Switching Solutions
[WAN]
Wide Area Technologies
[WIRELESS]
Wireless Solutions
By Product Type:
[A-B-C SERIES] Stackable Switch
[BLACK
DIAMOND]
[D-G-I SERIES]
[SECURITY]
[K SERIES]
[WLAN]
[N-SERIES]
[S SERIES]
[SUMMIT]
[NETSIGHT]
[NONE]
[WING]
[XSR]

High Performance Ethernet Switching and Routing
Standalone Switches
Dragon IDS Products
Flow-Based Switching
Wireless Controllers and Access Points
Matrix Premium Enterprise Switch
High Performance Enterprise Ethernet Switching and Routing
Stackable Switch
Advanced Network Management (Console, OneView, ASM, Inventory Mgr, NAC, Policy
Mgr)
None of these topics seem appropriate
WLAN Wireless
IP Security Routing VPN and Firewall

Others:
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[ADT]
[FIRMWARE]
[REGISTRATION]
[GTSADMIN]

Asset Discovery Tool
Service contract access to embedded firmware libraries
Global Services product registration questions
GTAC web systems and email support

Thank you for choosing Extreme Networks.
Global Technical Assistance Center

3. Make sure all necessary attachments are included in the email,
such as:
• Network topology (may not be required in all Cases)
• Any error messages, log output, detailed

problem description, and troubleshooting
steps attempted that can help the
support engineer understand the
problem.

4. When you have completed assembling the
necessary information, send the email with
attachments to GTAC at
support@extremenetworks.com.
REQUESTING SERVICE ESCALATION
At Extreme Networks, we pride ourselves on providing our
customers with superior customer satisfaction for all your
service needs. In the event you feel you are not receiving
the support you require for any given issue, you can contact
GTAC and ask that the Case be escalated.
When a Case is initially opened, the customer can define the
priority of the Case. If GTAC determines, at any given time,
that the priority must be changed, the customer will be
contacted. The priority ranking given to an open Case is
defined in a guidelines chart in “Service Level Objective”.
If at any time you are not satisfied with the service,
request to speak with a duty manager.
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SERVICE LEVEL OBJECTIVE
Table 1: Service Level Objective Matrix
CASE PRIORITY

RESPONSE TIME

RESTORE TIME (SOFTWARE FIX
OR WORKAROUND)

UPDATE FREQUENCY

C1: Customer’s network segment or
management application is down or
experiencing a consistent, measurable
performance impact with no immediate
resolution available

First Available Engineer –
Maximum 15 Minutes

4 Hours

Up to 4 Hours

C2: Customer’s network is experiencing
intermittent failure or degradation of
network or management application.

1 Hour

1 Day

Daily

8 Hours

10 Days

5 Days

Acknowledgement within 24 Hours

N/A

N/A

C3: Customer has issues that do not
affect normal network or management
application operation and/or questions
concerning product function or use.
C4: Ask a question or for additional
information

If you do not believe that your support issue is being addressed to meet
your business needs you may escalate your request by asking for the GTAC
Duty Manager.
Additional information on GTAC processes and procedures can be found
at the Services tab from the Extreme Networks home page.

Table 2: Support Communication Matrix
C1 - CRITICAL

C2 – HIGH PRIORITY

C3 – MEDIUM PRIORITY

Support Engineer

NOTIFICATION LEVELS

Immediate

Immediate

Immediate

GTAC Manager

Immediate

Immediate

10 Days

Director, Global Technical Services

Immediate

48 Hours

10 Days

Vice President, Global Technical
Services

2 Hours

72 Hours

20 Days

Executive Management (CTO/EVP
Eng)

4 Hours

None

None

Requesting Feature Enhancements
All feature enhancement requests are handled by the Extreme
Networks sales team and planned with the product management
team. If appropriate, the product management team will provide a
case number to the SE for tracking purposes.

DOWNLOADING SOFTWARE
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Once you have access rights to download software, you can download
directly from the Portal https://extremeportal.force.com (if the product
has not been moved to the new Portal, go to
http://support.extremenetworks.com/ to find download files.)
• Contracted customers will have access to updates and

upgrades that are available during the period of their
service contract
• Warranty customers should verify their warranty details

by reading the information at
http://www.extremenetworks.com/support/policies.
Once a service contract has expired, customer Portal access will
change from Contracted Access to Warranty Access. For access to
software not covered by an active maintenance contract or
product warranty, see “One-time Software Update Fee”.
DOWNLOADING SOFTWARE UPDATES
Software downloads are available under the Downloads menu on the
Extreme Portal (you can also find them under the Products menu).
1. Click on the Downloads menu and select Downloads Home.
2. Type in the product or software download name in the Search
field. A complete list of software downloads will appear along
with the product they are associated with, the Release date
and type and whether that is the latest software release.
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3. Click on the desired Software Download to get more details.

If the system cannot verify entitlement for this download, you
will see a Request Access button. When you click on it, it
advises you to Create a Case so GTAC can investigate download
entitlement. Click on the link and you will be taken to the Case
Management page.
If you are entitled to the download, click on the Download
button and the file will download.
This action populates the Download History for future
reference.
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DOWNLOADING SECURE SHELL (SSH) SOFTWARE
You must meet the requirements of a qualification process to
access SSH software.

If you have any questions regarding Export Restrictions, contact the
Export Compliance Department: exportalert@extremenetworks.com.
1. Go to the SSH software release you want to download.
2. Fill out all fields marked with an asterisk (*) .
3. Agree to the Software License Agreement terms.
4. Click Submit. You will receive an acknowledgment email of
the form’s submittal for approval.
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You will receive this message when you click on Submit. Please
check your email inbox and spam folder.

This is the email you will receive.

Once you are approved, you can download to the same physical
location under the same account for 1 year. You will not have to
go through this process during that time.

Software Downloads Under Products
You can also find Software Downloads under the Products
Home page.
1. Click on Products and select Products Home
2. Select the hardware for which you want to download and
you’ll then see the list of software, downloads, and release
notes for that product.
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Creating Cases (Case Management)
Log into the Portal. Then click on the Support menu option
and select Case Management. You will see the following
screen, which allows you to:


View Your Cases



Create a Case

Click on the Create button to start creating a case.
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To create a Case as a registered user:
1. Complete the mandatory fields noted with a red asterisk. Under
Support Case Type, you have 3 options:
• Diagnose and Resolve an Issue
• Request a Hardware Replacement (RMA)
• Ask a Question

No matter which of the 3 you choose, if your hardware is faulty,
you can request that it be replaced. If you are confident that the
hardware is faulty, please select Request a Hardware Replacement
first.
If you’re unsure, then use the Diagnose and Resolve an Issue or
Ask a Question option. All three options will result in an RMA if the
problem warrants such action.
Notice the Related Content articles on the right provide more
instruction and details if you need it.
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2. Enter or select from a drop-down list depending on the field.
Notice how the Related Content has changed based on
what text you entered.
3. Click on the Next button.

4. Enter the Serial Number of the product you want to request a
replacement for (in this example). Click the Next button. You
will see the Service Level information for this Serial Number
including the Maintenance Agreement and Product Warranty
information.
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5. Fill out all required fields (marked with a red *). Note the
articles on the right side under “Things that are good to
attach.” These will help Technical Support diagnose your
problem more quickly.

6. Click Next when you’ve supplied all the information you
have on the problem.

7. Verify that all of the information is correct.
8. Click on Submit at the bottom of the form.

Extreme Portal Global Technical Assistance Center – User’s Guide

27

You can view the details of your case easily at any time
by clicking on the Support menu button and selecting
Case Management. The, from the dropdown menu, select
the “Open in My Company” option.

Click on any of your cases to find the Case Number, Case
Status, Case Priority, Case Description and other details.
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Return Material Authorization Procedure
All product returns to Extreme Networks must comply with the
procedures located in the Service Description Documents at:
http://www.extremenetworks.com/support/maintenance-services/
You can request an RMA using the following methods:
1 On the web using Extreme Networks password-protected Portal
2 By contacting your local Technical Assistance Center by phone

Any time a product is determined to be defective and is
determined to be under either a valid service agreement,
warranty, or a paid per incident service agreement, an RMA is
generated.
All returns must be processed using the RMA number
provided.
Extreme Networks makes every effort to review, approve and fulfill
requests for Return Material Authorizations (RMAs) within the response
times specified under either the product warranty or the maintenance
contract of covered equipment, whichever applies.
If at all possible, RMA’s for failed units should be requested as soon as
possible after the failure occurs. Stock piling failed units for later bulk
RMA processing will result in delivery delays.
Extreme Networks reserves the right to invoice for any non-returned
product at the current list price.
If you are unable to return the failed unit within 10 days, contact our
Asset Recovery team for an approved extension at email address:
ahrprogram@extremenetworks.com.
Please read the product return terms detailed in the Service Description
Document corresponding to your level of service for specific details.
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REQUESTING AN RMA ON THE PORTAL
To submit an RMA request as a registered user:

1. Create a Case per the Creating a Case instructions, selecting
Request a Hardware Replacement as your Support Case Type and
fill in all required fields.

2. Once you click on Submit, an email acknowledgement will be
sent to you when the GTAC processes your request. This
acknowledgement will contain a case number, subject, and
current case status.

3. For future correspondence regarding this technical support
inquiry, please go to your Case details by going to Support ->
Case Management -> Open in my Company and click on the
Case description link.

4. Click on the Comments option and add your comments.

By submitting this “Request a Hardware Replacement” with a specified
Service Contract, you agree that if Extreme Networks determines
that the equipment is not covered by your Extreme Networks Global
Service contract, or false claims of entitlement have been made,
Extreme Networks shall have the right to bill you for the full list price
of the product. If you do not accept these terms, do not submit this
online request.
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VIEWING YOUR CASES and TRACKING STATUS
1. From the Portal site, choose Open in My Company from
the dropdown menu. Your Open Cases are displayed,
along with whether an RMA has been generated for the
associated product.

2.

Select the case you are looking for from the list to
access detailed information.

Note that you can reopen the case by clicking on Request to
Reopen. You can also see the Case Number, status, RMA and
Escalation summary on this page.
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RMA REPAIR SUMMARY REPORT
Customers returning product for repair will now receive a Repair
Summary Report. No report will be sent if return material is not
repaired, No Trouble Found (NTF), or scrapped. Unless elsewhere
agreed in writing between the customer and Extreme Networks in a
separate contract, this service does not include root-cause analysis, the
provision of fault reports or lead-time/performance metrics.
The Failure Analysis and Repair Summary Report will include one or
more of the following types of information:
• List of testing performed
• Repair information
• Reference information that includes the status of the

returned product— including RMA Number, Product Number,
Serial Number, and Related Case Number.
If a customer’s No Trouble Found (NTF) return rate exceeds 25% in a
rolling 3-month period, the customer may be billed for the NTF units at
the current repair and return rate, in addition to any fees within the
written, fully executed agreement with Extreme Networks for such
overages.
UNAUTHORIZED RETURNED EQUIPMENT
If any equipment arrives at Extreme Networks shipping and
receiving dock with an unnumbered RMA and the equipment Serial
Number cannot be verified against an existing RMA, the equipment
will not be accepted and will be returned to sender.

RETURNS NOT RECEIVED
Customers will be informed that they have 10 days to return goods
under an RMA. This notice will be included in the confirmation of the
RMA that is sent to the customer on the date of issuance.
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Resolution of open RMAs (material not returned) may result in one of
the following:
• The return is received later and processed in the normal manner by

the Extreme Networks RMA repair and return department.
• The customer decides not to return the equipment and the

RMA is canceled when the customer issues a purchase order for
the specified equipment.
• The customer claims the return was made and is able to submit

proof of delivery to the Extreme Networks RMA repair and return
department.
SHIPPING THE EQUIPMENT (RETURNED GOODS)
Returns must be sent back to the corresponding RMA Depot. Returns
coming from all areas (except for locations that have a regional depot)
should fill out the waybill form found at: http://extremeapi.upsrow.com/
or under RMA tab under the specific case (click on the down arrow to see
all of the RMA details).
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1. Fill out what country you are shipping from and click on Continue.

2. Fill out the form completely and click Continue to create the
waybill.
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About Policies
For links to information on warranty, repair and return
policies, and management of Cases for customers with
current service and warranty agreements, see the Support
Guidelines and Policies at
http://www.extremenetworks.com/support/policies.

RETURN MATERIAL AUTHORIZATION POLICIES
An RMA consists of the tracking number, and associated
documentation, prepared by Extreme Networks to authorize
the return of any material to an Extreme Networks RMA
location. The document will be numbered automatically by
the tracking
system upon generation by Extreme Networks personnel, the
Original Equipment Manufacturer (OEM), the customer, or the
distributor.
TABLE 2: SUPPORT COMMUNICATION MATRIX
DESCRIPTION
For a
•
•
•

LOCATION

description of the Extreme Networks RMA policy including:
Replacement Products
RoHS Directive Compliance
RMA Procedure

For definitions of these policies:
• New Product Dead on Arrival (DOA)
• RMA Dead on Arrival
• Advance Hardware Replacement (AHR)
• 4-Hour Service
• Return and Replace
• Return and Repair

Go to: http://www.extremenetworks.com/support/policies

Go to:
http://www.extremenetworks.com/support/policies
and
http://www.extremenetworks.com/support/customer-care

SOFTWARE LICENSE NON-TRANSFERABLE POLICY
All Extreme Networks product licenses and feature packs are
tied to one asset only. Once the license is tied to an asset, this
license is not transferable to another asset.

ONE-TIME SOFTWARE UPDATE FEE
A one-time software update can be purchased when a
customer would like a specific version of software to which
they are not entitled via their software warranty, but they do
not want to purchase on-going maintenance. There is a flat
fee per system based on the product family. Contact a sales
representative for current pricing.
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END-OF-LIFE POLICY
The current end-of-life (EOL) policy is located on the Extreme Networks
website

on

the

Support

Guidelines

and

Policies

page:

http://www.extremenetworks.com/ support/policies

http://www.extremenetworks.com/contact

Phone +1-408-579-2800
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