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Introduction 
This technical document can be used as general guidance to configure a Web Console stack behind a Network Load 
Balancer (NLB) for high-availability. The NLB can be configured to perform SSL offloading and can be integrated with 
Microsoft Active Directory Federation Services (Microsoft ADFS) to support SAML authentication. The integration of the 
authentication mechanism with an external Identity Provider (Idp) has been excluded from the configuration. 

The information outlined in this document has been collected from a current Commvault customer using Commvault as 
a Managed Service Provider (MSP) deployment. The configuration of Microsoft ADFS and the redundant Web Console 
stack is part of a service optimization exercise and will be the foundation for the Commvault Command Center adoption. 

Environment details: 

• The Web Console and Web Server components are installed on the same system. 

• The Web Console systems reside behind an F5 BIG-IP Network Load Balancer. 

• The NLB is configured to perform SSL offloading (HTTPS > HTTP). 

• The integration has been performed on Commvault version 11.19.1.  

High-level architecture 
The diagram below depicts the overall topology, and all components required for successful end-user communication 
through a firewall. This environment uses a two-way firewall configuration with a tunnel port (cvfwd - TCP/8403). The 
arrows indicate if the port needs to be open inbound, outbound, or both. 



 

Configuration 
 

Step 1 – Building the web console/webserver stack 

Perform a regular installation of at least two systems containing the Web Console - and Web Server role. 

• Stack 1: Web Console server 1 using Web Server 1 

• Stack 2: Web Console server 2 using Web Server 2 

You can verify the Web Server being used on the client running the Web Console. The details can be found in the 
CommCell Console GUI on the Web Console Client. Access the "Client Properties > Advanced > Web Server URLs". 

 

Step 2 - Implement the additional setting "forceHTTPS" with value "false" on the Web Console 

As of version 11 feature pack 9, all connections are forced to tunnel through HTTPS. As we are performing SSL 
offloading, we expect all connections to come in as HTTP. Therefore, the Web Console component should allow HTTP 
connections. The below additional setting is required be added to accept HTTP incoming connections to the Web 
Console. 

Note: consider configuring this additional setting on a Client Computer Group level for easier implementation  

 



 

Step 3 - Adapt the server.xml file on the Web Console servers 

By default, Tomcat in this configuration does not allow connections from a reverse proxy; therefore, the connection fails. 
This connection failure is caused by various security features that rely on HTTPS connections and which we are 
offloading to the network load balancer. 

To allow the Tomcat component to accept connections from a reverse proxy, the server configuration XML requires a 
few modifications. The file can be found in the following location: "<install_directory>\Apache\Conf\server.xml." 

Modify the connector port configuration with the following guidance: 

• Modify the "Server" attribute to reflect the web console server used during the user session. This is an optional 
configuration and is not required to allow the architecture to work. 

• The attributes "scheme, secure, proxyPort & ProxyName" are used to force Tomcat to reply in HTTPS on any 
HTTP requests. This configuration is mandatory to allow the SAML authentication to work. Without this specific 
modification, the SAML request generated by Tomcat is prefixed with "HTTP" and revoked by the Identity 
Provider. 

 

<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="443" server="CV 
WC1" compression="on" noCompressionUserAgents="gozilla,traviata" compressionMinSize="500" compressableMi
meType="text/html,text/json,application/json,text/xml,text/plain,application/javascript,text/css,text/javascript,text/js" 
useSendfile="false" scheme="https" secure="true" proxyPort="443" proxyName="the.loadbalancer.fqdn" /> 

 

The "Server" attribute can be accessed using the developer tools of your browser as highlighted in the screenshot. 

 

 



 

Step 4 - Configure the load balancer 

All the required Commvault configuration has been performed throughout steps 1 to 3. This step highlights the 
configuration required on the Network Load Balancer. The below information below has been collected on an F5 Network 
Load Balancer in conjunction with the customer's network administrator.  

  

Create a new Pool and: 

• Configure a Virtual IP Address to be used during end-user access. 

• Accept HTTP (TCP/80) and HTTPS (TCP/443) traffic. 

• Configure the load balancer to redirect any HTTP requests on the front-end automatically to HTTPS. 

• Configure the Load Balancing Method in "active/active" setup using "Round-Robin." 

 

 

• Configure sticky sessions using an inserted cookie in the session. 

 

 

  



 

• Configure the health monitors by both using "ICMP" and an "HTTP error code check." In the example below, you 
will notice a recurrent check on the page "/webconsole/api" on each webconsole to verify if it responds with HTTP 
code 200 "OK." 

 

 

  



 

• To avoid the following error: "StatelessCookieFilter:isValidReferer:280 - Referer check failed. 
Referer: https://myserver.com/webconsole/login/index.jsp?disableSSO RequestUrl: http://myserver.com:80" in 
the logs. We modified the "Connector" tag for "HTTP" in the "server.xml" with the attributes "scheme, secure, 
proxyName & proxyPort." Therefore, the NLB can be configured with a default iRule. 

 

when HTTP_REQUEST priority 500 { 
SSL::disable serverside 
# Check which host the client requested 

 
switch -glob -- $httpHost \ 

"<webconsole_fqdn>" { 
pool <pool_name> 

} \ 
 

default { 

# Block all other requests 
HTTP::respond 403 content "Sorry, you don't have access to the web site" 
call ****Procs::accesslog_v1_403 "$ipClient" "$httpHost" "$httpRequestTime" "$httpMethod" 
"$httpUri" "$httpVersion" "$httpReferer" "$httpUserAgent" "$sslClientCipherNameLog" 
"$sslClientCipherVersionLog" "$sslClientCipherBitsLog" "$vsName" "$custEnv" "$partitionName" 

} 

 
} 

 

  

https://myserver.com/webconsole/login/index.jsp?disableSSO
https://connect.commvault.com/myserver.com:80%22


 

Step 5 – Configure an SSL certificate for the virtual site 

Configure an SSL certificate on the network load balancer to secure the virtual site with HTTPS. 

 
 
Step 6 – Test your configuration 

Open a web browser and connect to http://loadbalancedwebconsole.domain.fqdn and verify: 

• If the web page successfully opens. 

• If the network load balancer performed an HTTP to HTTPS redirection. 

• The web page uses a valid certificate. 

 

 

 

 

 

http://loadbalancedwebconsole.domain.fqdn/


 

FAQs 
Below are the most frequently asked questions from customers. 

 

Does Commvault support load-balanced web console servers? 

Yes, we do. 

 

Why would you put a Network Load Balancer (NLB) in front of the Web Console servers? 

There are several reasons to implement this topology: 

• Security: The NLB functions as a reverse proxy. This means the NLB is exposed to the outside world, whereby 
the Web Console server is residing in a secured DMZ network. Therefore, there is no reason to decouple the 
Web Console role from the Web Server role on two different systems. 

• Port forwarding: On the NLB, you can easily configure TCP port forwarding. For example, every time a user 
connects on HTTP, the connection is automatically forwarded to HTTPS. 

• Availability: When configured correctly, the NLB load balances the sessions over all stacks in this configuration. 
If one of the stacks goes offline, the NLB will not relay any new connections to it. 

• DDoS prevention: DDoS or Distributed Denial of Service attacks are purposed to bring an online service or 
website unavailable by flooding it with unwanted traffic from several computers. An NLB has the built-in 
intelligence to cope with these attacks and ensure your business applications remain unaffected. 

• Resource-optimization: By removing the need for encrypting and decrypting HTTPS traffic with the use of SSL 
offloading. The back end of the NLB can be correctly configured using HTTP. 

• Ease-of-management: Customers like to secure the Web Console with a certificate signed by a Certificate 
Authority (CA). As certificates have expiration dates, the renewal process can become frequent. Changing the 
certificate on an NLB is straightforward using a wizard and can be completed in less than 10 minutes. 

• Security: An NLB can be 
used to fence off certain 
virtual sites on the Web 
Console server. For example, 
perform an automatic redirect 
to "/adminconsole" and 
disallow users to connect to 
anything else. This approach 
allows you to fence of the 
webconsole API Sandbox 
Virtual Site. 

  



 

What is SSL offloading? 

SSL offloading relieves the Web Console servers of the processing burden of encrypting and/or decrypting traffic sent 
via SSL. 

 

Does SSL offloading impact authentication mechanisms such as SAML? 

As SAML is performed through the web browser on the client system (see diagram below), the entire process is 
transparent for the identity provider. 

 

 

  



 

What are sticky sessions? 

Sticky sessions or session-affinity is the technique to route requests for a session to the same machine that serviced 
the first request for that session. This is performed to ensure that any in-proc session data is not lost. 

Since requests for a single user session is always routed to the same Web Console server, sticky sessions can cause 
an uneven load distribution across servers. The configuration of sticky sessions is mandatory! 

Network Load Balancers usually provide two different techniques to ensure all requests for a user is relayed to the same 
Web Console Server. 

• Cookie-based: The NLB adds a cookie in the traffic. Each time the browser sends a new request, the cookie is 
used by the NLB to relay the request to the same Web Console server in the background. This approach is 
preferred. 

• IP-based: The NLB keeps track of all connections based on the source IP address. Each time a new request is 
triggered, the NLB verifies the IP and relays the connection to the documented Web Console server in the 
connection history. This approach has a lower preference. 

 

 

  



 

What's the best way to check if a "Web Console / Web Server"-stack is operational? 

As the stack is relying on both the Web Console - and Web Server component, it's mandatory to perform and end-to-end 
health check from the Network Load Balancer. This is not feasible using: 

• An ICMP check (ping reply) as it verifies the system is up, it does not check the services. 

• An TCP port availability check as this will only verify if the Web Console service is running but does not 
determine the availability of the Web Server component in the background. 

  
By polling the URL "<webconsole_servername>/webconsole/api" and verifying the HTTP return code, we can determine 
the health state of the entire stack. If the code is something else than "HTTP 200 OK", the stack is impacted and should 
not be used anymore. (List of HTTP status codes - Wikipedia) 
 

 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
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Summary 
With the Commvault Command Center, webserver, and Web Console becoming increasingly more crucial during daily 
data management administration tasks, implementing a load-balanced Web Console server allows you to achieve a 
new level of resilience. This resiliency helps you to meet predefined service level agreements, optimize resources, and 
increase the security of the stack. 

The functionalities and benefits provided by the NLB include: 

• Web Console servers reside behind a reverse proxy. This topology avoids any direct communication from the 
"public network/internet" towards the web console server(s). – Effectively increasing the overall security. 

• An NLB listens on a predefined port (e.g. HTTPS) or predefined set of ports (e.g. HTTP & HTTPS). The NLB can 
be configured to perform port forwarding to ensure all network traffic is secured with HTTPS (HTTP > HTTPS). 
Additionally, the NLB can be used to fence certain virtual sites.  

• A network load balancer is designed to cope with DDoS attacks. In case of a DDoS attack, the service is left 
unaffected, and the administrators/customers can still perform their daily management tasks. 

• A network load balancer simplifies the rotation of certificates. Certificates can be updated in a few clicks. 

• A network load balancer continuously performs a health check of the web console servers in the background. In 
case one of the peers becomes unavailable, the NLB will not relay any new connections to it. 
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